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ABSTRACT 

This study looked at the various information security risks brought about by the implementation 

of funsoft which is a health management information system with a view of managing and 

mitigating the risks in a coherent and systematic manner.  The study has used a positivist 

approach with a research design that employed quantitative descriptive study of funsoft users and 

focus group discussions with system administrators and records officers. The study population 

was eighty five with a sample size of forty six calculated using Yamane’s formula with a 

precision of ten percent. The study reviewed current risk management practices used within the 

HMIS and IT in general and using a case study of three public hospitals in Kisumu county that 

are at different implementation levels of funsoft, it further explored current potential obstacles 

encountered in the implementation of systemic risk management strategy. This study finally 

implemented a strategy for managing risk within funsoft in a systematic and continuous manner 

which was enriched by material documented in the literature. It was unearthed in the study that 

all the three health facilities have no focal person to coordinate information security, lack 

policies and procedures on computer and information security and had never undertaken a risk 

assessment of the funsoft HMIS platform since its deployment. 

INTRODUCTION 

The need to secure information systems in any business setup cannot be undervalued anymore 

in today’s information age. Scarfan and Hoffman (2009) reported that this was largely so 

because organizations are vulnerable to uncertainties whose impact may negatively or 

positively impact them in many ways. Mattrod (2009) further elaborated that the effects could 

be operational or financial and it was upon the IT security professional to help and support her 

organizations’ management in the understanding and management of the uncertainties. This 

study therefore confirms that the proper acceptance of the impacts of information security 

would ultimately attain the critical dictum of   information   security   that is to act as a critical 

piece for an institution attaining its business objective or in fact information security should 

be included as one of the managements long-term business objectives that is extremely 
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dynamic in its form and nature. Alshaikh and Chang (2014) confirms the dynamicity of 

information risk and asserts that the management and mitigation o f  all risks an 

organization faces could be almost impossible as a result of the metamorphic nature of threats 

and vulnerabilities.  Alshaikh and Chang (2014) points out that most organizations are 

incapacitated with limited resources making the management of risks a difficult task to 

accomplish largely due to the delicate tradeoff between the probable impacts against the cost 

of investment to cushion the impact. To this effect, Elky (2006), recommended that IT security 

professionals must have a toolset that is consistent, repeatable, and cost-effective that would 

reduce risks to a reasonable level to assist them on sharing commonly understood view with 

IT and Business managers in regards to the impact of various IT security threats to the 

organization’s mission. To adequately develop an understanding of the risk management 

process, the study defined terms associated with risk management such as risk, vulnerability, 

threat, threat agent and risk management.   

RESULTS AND DISCUSSIONS 

4.2.2 Security Policy and Procedures as a source of risk 

The bar graph below presents the various aspects regarding information security policies and 

procedures. 

 
Figure 1  Information security policies and procedures Source: Author’s Data (2014) 

 

The graph clearly shows that CSCH has no person in charge of security coordination while at 

KCH and JOOTRH this duty is bestowed on the system administrators of the two facilities 

(partially addressed). A worrying scenario is found to cut across the three health facilities as they 
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do not have any formal agreements with third party IT service providers who unfortunately are 

the suppliers of FUNSOFT and maintain the system periodically. This exposes the facilities to 

access of ePHI by the service providers. Other issues on security policies and procedures not 

addressed in the three health facilities are non-availability of documented policies and 

procedures, non-availability of documented process of risk management, non-communication of 

policies to employees and absence of periodic security reminders. The only concern that seems 

to be fully addressed is the presence of a formal physical security plan of the facilities. 

 

Figure 2 Risk rating score assignment Source: Author’s Data (2014) 

 

The above line graph shows that aspects security policies and procedures  that are not addressed 

contribute to the highest risk ratings while those fully addressed minimally contribute to risk 

rating. The following can be summarized as overal findings around this category: 
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a. Security breaches are prevalent while dealing with IT service providers as third parties as 

a result of inadequate security measures in the associated third party agreements 

b. Management is not briefed on information with regards to risks and related control 

measures prior to making management decisions.  

c. Regulatory, legislative, contractual or statutory undertakings that relates to security are 

violated as a result of poor or inadequate controls.  

d. Applications and technological solutions to harness risk are not properly used since there 

exists no formal training or curriculum on the same for employees 

e. Terminations or change of responsibilities of employees or third party providers could 

result in a security violation due to lack of a predefined management procedure for 

terminations or changes in responsibilities.  

4.2.3 Access Controls and Management as a source of risk 

KCH has fully automated the process of identity and access management of its employees within 

the laboratory. This is a formal access authorization process based the principle of least privilege. 

JOOTRH and CSCH have partially addressed this concern. All the three facilities have partially 

addressed the issuance of uniquely identifiable user IDs to employees. The three health facilities 

have not also addressed the aspect of entitlement reviews which is a process of reviewing user 

accounts and corresponding access. 

 

Figure 3 Access control and management Source: Author’s Data (2014) 
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A further analysis based on the risk rating with logical access presents the scenario below where 

access by authorized user whose business use has expired as exposing the system most to 

unauthorized access (risk rating 9 high) while unauthorized users gaining access to the operating 

system with legitimate access is of low risk (3). 

Table 1 Logical Access Risk rating Source: Author’s Data (2014) 

Logical Access Risk Rating 

Risk Rating 

JOOTRH KCH CSCH 

unauthorized access to IS Medium Low Medium 

unauthorized users gaining access OS as authorized users Low Low Low 

access by an authorized user whose business use has expired High High High 

 

A very saddening situation was revealed by the Clinical officers who are interns on the use of 

passwords to the FUNSOFT platform. All the interns have been assigned one password that is 

pinned on the wall hence compromising the system immensely.  

 The following can be summarized as overal findings around this category: 

a. Unauthorized access is gained to information systems.  

b. Users whose responsibilities have change or no longer use the system still retain access to 

the information system.  

c. Lack of consistent logging and monitoring mechanisms enables the continued 

unauthorized information processing activities to occur undetected.  

d. Absence of clear segregation of duties compromises the integrity of the processes (for 

example. maker & checker).  

4.2.4 Virus / Malware as a source of risk  

When this issue was raised to the non ICT staff, almost half of them (43.5%) reported that it had 

been inadequately addressed. This opens a door of further possible attack to the FUNSOFT 

system as the malware protection has not been adequately taken into consideration. 
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Table 2 Virus / Malware protection Source: Author’s Data (2014) 

The same pattern of lack of protection against virus and malware attacks was evident from the 

system administrators response as JOORTH and CSCH rated the risk as high (9) while KCH 

rated the risk as medium (6). 

 
Figure 4 Exposure to malicious code Source: Author’s Data (2014) 

4.2.5 Network Perimeter Security Control as a source of risk 

A general observation from the respondents was that the network perimeter controls in place 

poorly address (45.7%) the security concerns. A sizeable portion of the same respondents were 

of the opinion that the network perimeter control addressed (28.3%) their security concerns. 
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Frequency Percent Valid Percent Cumulative Percent 

Valid 

fully addressed 7 15.2 15.2 15.2 

Addressed 4 8.7 8.7 23.9 

partially addressed 12 26.1 26.1 50.0 

poorly addressed 20 43.5 43.5 93.5 

not addressed 3 6.5 6.5 100.0 

Total 46 100.0 100.0 
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Table 3 Network Perimeter controls Source: Author’s Data (2014) 
reliable computer network perimeter controls 

 Frequency Percent Valid Percent Cumulative Percent 

Valid 

Addressed 13 28.3 28.3 28.3 

partially addressed 9 19.6 19.6 47.8 

poorly addressed 21 45.7 45.7 93.5 

not addressed 3 6.5 6.5 100.0 

Total 46 100.0 100.0  

 

A critical analysis of this general opinion from the system administrators across the three health 

facilities revealed the key factors that enable or inhibit network perimeter controls. The figure 

below shows that the ability of intruders to exploit technical vulnerabilities to gain access to the 

system was most pronounced with a risk rating of 6 (medium) in all the three facilities under 

study. The location of sensitive systems vis a viz the less sensitive systems is an issue of concern 

at JOOTRH and CSCH (risk rating of 6 medium) as the facility reported incidences of locating 

sensitive systems in places respondents viewed to be less secure. KCH has tried to secure all its 

sensitive systems within the laboratory buildings that has both access control protection and 24 

hour CCTV surveillance hence the low risk rating of 3. 

  
Figure 5 Risk rating for network security Source: Author’s Data (2014) 

 

The following can be deduced as overal observations on this category: 

a. Unauthorized persons have access to sensitive systems which are located in the same 

place with less sensitive systems 
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b. lack of controls for technical vulnerabilities enables access to information by 

unauthorized persons 

4.2.6 Portable Devices and Remote Access Security as a source of risk 

The table below shows that the secure use of portable devices is not addressed (34.8%) while a 

good number report that it is partially addressed (23.9%) all the three health facilities under 

study. 

Table 4 Use of portable devices to manage InfoSec Source: Author’s Data (2014) 
safe and proper use mobile electronic devices to manage information security 

 Frequency Percent Valid Percent Cumulative Percent 

Valid 

Addressed 9 19.6 19.6 19.6 

partially addressed 11 23.9 23.9 43.5 

poorly addressed 10 21.7 21.7 65.2 

not addressed 16 34.8 34.8 100.0 

Total 46 100.0 100.0  
 

A careful look of this general phenomenon from the system administrators across the three health 

facilities revealed the key factors that enable or inhibit remote access security are third party 

connections of IT service providers in all the facilities under study which compromises as it has a 

risk rating of 9 (high). Ineffective media handling procedures uniformly put the three facilities at 

risk (rating of 6 medium) while unauthorized access to data from discarded media minimally 

puts the systems at risk (rating of 3 low) most likely because HMIS is still a new concept under 

implementation. 
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Figure 6 Media handling and remote access control Source: Author’s Data (2014) 

4.2.7 Secure Electronic Communication, Backups and Disaster Recovery Plans as a 

source of risk 

When asked their perception on the safe and proper use of the email and internet, more than half 

(58.7%) of the non ICT staff reported that it was poorly addressed across the three health 

facilities. On further interrogation from them why this situation was at that state, it was 

discovered that use of the internet and email is only allowed administrative staff at the caliber of 

accountant, system administrator and hospital superintendent. This conforms to the small 

percentage of respondents who said it was addressed (8.7%) or partially addressed (10.9%). 

Limiting access to the internet and email would help the facilities void intrusion by external 

parties hence some semblance of information security assurance.   

Table 5 Use of email and internet in conformity with hospital policies and procedures Source: 

Author’s Data (2014) 
processes for safe and proper use the internet and email in conformity with hospital policies and procedures 

for information security 

 Frequency Percent Valid Percent Cumulative Percent 

Valid 

Addressed 4 8.7 8.7 8.7 

partially addressed 5 10.9 10.9 19.6 

poorly addressed 27 58.7 58.7 78.3 

not addressed 10 21.7 21.7 100.0 

Total 46 100.0 100.0  
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On further prompting on whether the information flowing departmentally was secure, a good 

number of the respondents were of the opinion that was partially addressed or addressed totaling 

to 78.3% cumulatively.  

 

Table 6 Reliable systems for secure sharing of confidential information Source: Author’s Data 

(2014) 
reliable system for secure sharing of confidential information 

 Frequency Percent Valid Percent Cumulative Percent 

Valid 

Addressed 3 6.5 6.5 6.5 

partially addressed 33 71.7 71.7 78.3 

poorly addressed 1 2.2 2.2 80.4 

not addressed 9 19.6 19.6 100.0 

Total 46 100.0 100.0  

 

Questions were raised on whether the health facilities staff had knowledge of information 

backup. Almost half (47.8%) of the respondents were sure that the in charge of IT was tasked 

with the daily backup of the information in the hospitals servers while 52.2% of them had no 

knowledge hence opted for the response partially addressed. 

Table 7 Knowledge of reliable information backup Source: Author’s Data (2014) 

knowledge of reliable information backup 

 Frequency Percent Valid Percent Cumulative Percent 

Valid 

fully addressed 7 15.2 15.2 15.2 

Addressed 15 32.6 32.6 47.8 

partially addressed 24 52.2 52.2 100.0 

Total 46 100.0 100.0  

 

A careful interrogation with the system administrators on issues of managing security efficiently 

and effectively in a systematic manner, presence of backup facilities and disaster recovery plans 

revealed the following. CSCH reported the most inefficient (risk rating 9) approach of managing 

information security incidents consistent with applicable policies while JOOTRH and KCH risk 

ratings stood at medium (6). This includes information about incident reporting, health facilities 

response, operations relocation, collection of evidence and system recovery.    
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Figure 7 Managing security, Backups and Disaster recovery plans Source: Author’s Data (2014) 

All the three heath facilities have systems in place to backup critical data and IT system 

installations hence reported low risk rating as follows JOOTRH (3), KCH (2) and CSCH (3). The 

most efficient disaster recovery plans was reported at KCH risk rating 6 (medium) while 

JOOTRH risk ratings 4 (medium) and CSCH risk rating 3 (low). 

The following can be deduced as overal observations on this category: 

a. Information involved in electronic messaging is compromised.  

b. Inability of managing security incidences consistently and effectively.  

c. Lack of documented disaster recovery plans inhibits the recovery of information systems.  

4.3 Reliability Analysis for the variables 

The scale for measuring the risk management security was made up of sixteen variables. In order 

to assess whether the twelve variables made a reliable scale, the Cronbach’s alpha was 

computed.  In an initial reliability analysis, the value of alpha for the twelve variables was .629. 

Subsequent deletions and further inclusions of some variables after the pretest exercise increased 

the value of alpha to .789 .The final value of alpha was .856 indicating that the remaining twelve 

variables form a scale with good internal consistency reliability. Table 18 below shows the final 

reliability statistics while table 19 gives a description of the twelve variables used in the 

reliability analysis. 
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Reliability Statistics 

Cronbach's 

Alpha 

Cronbach's 

Alpha Based on 

Standardized 

Items 

N of Items 

.825 .823 12 

Table 8: Final reliability statistics 

  
Item Statistics 

  Variable Mean 
Std. 

Deviation 
N 

T1 designated in charge of computer and information security 2.91 0.784 46 

T2 
undertaken a structured risk assessment of information 

security 
3.07 1.181 46 

T3 
presence of documented policies and procedures for 

managing InfoSec 
3.74 0.999 46 

T4 
well established and monitored authorized access to health 

information 
2.87 1.166 46 

T5 
documented and tested plans for business continuity and 

information recovery 
3.48 1.243 46 

T6 

processes for safe and proper use the internet and email in 

conformity with hospital policies and procedures for 

information security 

3.93 0.827 46 

T7 knowledge of reliable information backup 2.37 0.741 46 

T8 reliable protection against malware and viruses 3.17 1.18 46 

T9 reliable computer network perimeter controls 3.3 0.963 46 

T10 
safe and proper use mobile electronic devices to manage 

information security 
3.72 1.148 46 

T11 
are you in charge of the physical security of hardware n 

software with a view to protect information security 
2.63 0.645 46 
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T12 
reliable system for secure sharing of confidential 

information 
3.35 0.875 46 

Table 9: Item statistics description of the twelve variables 

4.4 Challenges encountered in the implementation of FUNSOFT 

Though this subject was not originally itemized as part of the data to be collected, it was 

established during pretesting that other than security issues around the FUNSOFT platform, 

many of its daily users had challenges that they felt prudent to enlist them as a concern. The 

following were the main challenges encountered by the FUNSOFT users; 

a. The accountants reported that the system had many errors which none of them 

understood including the system admin hence there is over reliance on the IT vendors for 

the successful implementation of the system 

b. The system development did not include the users in the design and development stages 

hence the system has technical terms that are not understood by the routine system users 

c. All the three facilities had concerns with the speeds of the system operation though 

JOOTRH installed an extra server and since then the speeds have slightly improved  

d. Regular nearing daily breakdowns of the system. Clinical officers have adopted a silent 

position that when the system is down service delivery is halted until it comes back. This 

greatly affects the patients who need this critical service irrespective of the state of the 

Funsoft system. 

e. Resistance to change by some of the users who have made the implementation of the 

system a nightmare 

f. The dental platform is completely not user friendly as most of the components they use 

are not installed in the application. 

g. Few desktops. Most departments have one computer assigned to them hence if there are 

five doctors for example in the dental unit at work they have to cue to use the system 

h. The system has issues with operability between the pharmacy and the dental unit 
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i. The computers security is attached to the user as a result of insecurity incidences and this 

makes the assigned users not to be willing to share the resource even in their absence 

j. All interns sharing one password 

k. There existed a culture of “assisting (corruption)” patients before the system was 

implemented and this has been discarded.  

l. At KCH there are complications with inpatient ID and outpatient ID as the system is only 

operational at the outpatient facility. This forces one user to have two IDs 

m. No clear documentation on the system  

CONCLUSION 

There is need to identify key personnel who will acquire necessary skills in management of 

information security and ICT management for the HMIS platform from the inception of the 

project.  These key personnel should be retained to make sure that their knowledge has been 

imparted to other personnel in the health facility and county at large. 
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